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@ Reconciliation of controlled print—outs.
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ASSELATES

@ Raw data is defined as the original record (data) which can be described as the
first—capture of information, whether recorded on paper or electronically.
Information that is originally captured in a dynamic state should remain
available in that state.
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@ It is expected that GMP facilities with industrial automation and control
equipment/systems such as programmable logic controllers should be able
to demonstrate working towards system upgrades with individual login and
audit trails (reference: Art 23 of Directive 2001/83/EC).
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@ How the act of ‘signing’ is recorded within the system so that it cannot be
altered or manipulated without invalidating the signature or status of the entry.
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@ Access controls should be applied to both the operating system and
application levels. Individual login at operating system level may not be
required if appropriate controls are in place to ensure data integrity (e.g. no
modification, deletion or creation of data outside the application is possible).
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@ Increased data review is likely to be required for hybrid systems because
they are vulnerable to non—attributable data changes.
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@ It is expected that GMP facilities with industrial automation and control
equipment/systems such as programmable logic controllers should be able
to demonstrate working towards system upgrades with individual login and
audit trails (reference: Art 23 of Directive 2001/83/EC).
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@ Where migration with full original data functionality is not technically
possible, options should be assessed based on risk and the importance of
the data over time.
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@ Backup and recovery processes should be validated and periodically tested.
Each back up should be verified to ensure that it has functioned correctly e.g.
by confirming that the data size transferred matches that of the original record.
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GAMP 5 Appendix O9
"Backup and Restore" ’E.!mllln.
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ASSELATES

@ Backups for recovery purposes do not replace the need for the long term,
retention of data and metadata in its final form for the purposes of
verification of the process or activity.
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